The identification and the assessment of population classes who risk being cybercrime victims is a major problem especially when these classes are latent and unobservable. For this reason, we suggest a solution based on the probabilistic approach which derives from the Bayes theory. We adapt the latent class analysis to identify unobservable classes of victims and we propose a measure of risk of cybercrime based on conditional probabilities resulting from LCA.
Introduction
The latent class analysis (LCA) [1] was developed using two approaches. The first is that of Newton [2] , it uses the log-linear models to describe the relationship between the manifest and the latent variables. The second approach [3] is based on the estimates by the maximum likelihood method, this approach was subsequently developed by using the EM algorithm [4] . This method is already used in identifying latent classes in many researches: Coffman and al. [5] used latent class analysis to examine the relationship between different patterns of drinking motivations and behaviors and suggest four classes of drinking motivations. Kiersten and al. [6] examined concordant result of drug use assessments in adults with schizophrenia and identified characteristics differentiating participants across classes. Lange and al. [7] evaluated a new screening instrument for personality disorders, and applied LCA to identify different classes of personality disorder severity. Dix [8] identified a ranges of student mental health using LCA and proposed a new composite measure of student mental health status. This method is also implemented in other health research [9] where the problem is the diagnosis of the hardest diseases (unobservable) from the symptoms (observable). We consider by analogy, that "the disease" is "cybercrime" and "symptoms" are "the behaviors related to the use of the Internet and the security measures". Note that the LCA has never been used for this purpose. Indeed, to give an exact estimation of population victims of fraud or of cybercrime act is a kind of difficult. The first, is related to the form of the questions. Especially how to put precise questions about a critical subject like cybercrime. In other words, a direct question to individuals if they were victims of a cybercrime attack makes the results false because some individuals do not really know if they were victims. The second difficulty is in the nature of the phenomena, which is latent and unobservable. From these difficulties comes the idea to adopt the latent classes analysis [1] . This paper present LCA for identifying the classes who risk being cybercrime victims. And propose a measure of the degree of the risk of cybercrime based on the conditional probabilities.
LCA to identify unobservable classes of victims 2.1 Model Description
The latent class models are mainly based on the Bayes theory. To introduce the theory of these models, we will adopt the following notations [10] : k : index of the latent class, (k = 1, ..., K) k ∈ N. Among these classes, we assume that there is a class of unobservable population who risk being cybercrime victims. We also note p s the probability of outcome vector s and can be written as
p s,k denotes the unobserved probabilities of falling simultaneously in the categories denoted by vector s and the latent class k. The probability of outcome vector s conditional on latent class k is denoted by p s/k . According to Bayes' formula and assuming conditional independence, p s,k can be written as
p s can be written as follows
Parameter estimation
The parameters to be estimated are p k and p v,s(v)/k . These parameters are estimated using the EM algorithm [4] , it is made up of two important steps: the expectation step denoted by E and the likelihood maximization step denoted by M. The first step consists of calculating the expectation of the log-likelihood assuming that we have the information about classes. The second step consists of the maximization of log-likelihood function.
Under the assumption of a multinomial distribution, the kernel of maximum likelihood can be simplified to:
where N s,k is the number of individuals in the sample who choose pattern s and which belong to the class k, this quantity is unknown. However, we know the value of n s (the number of individuals who have chosen the response pattern s). In step E, we give conditional expectation of N s,k , Bayes formula gives :
The probability p k/s can be estimated by p k/s = N s,k Ns
. The conditional expectation is :
In step M, we maximize the log-likelihood function
The number of parameter is equal to
determining the number of classes
To determine the number of classes, we use the information criteria AIC [11] and BIC [12] . The AIC (Akaike Information Criterion) is one of the most known from information criteria.
The BIC (Bayesian information criterion) weights in a different ways the number of parameters. In the case of latent classes, it is equal to
To decide the number of classes, we choose the model that minimizes these information criteria.
Measuring the degree of the risk of cybercrime
The conditional probabilities resulting from the LCA is the probability to respond to a behavior for each class. These probabilities are used to interpret the relationship between behaviors and latent class. For LCA models with categorical outcomes, each probabilities provide information on the probability of an individual in that class to endorse the item [11] .
Figure 1: Relationship between latent classes and manifest variables
Assuming that we have V manifest variables and K latent class. We also assume that the specific modality s * (v) for each variable v the variable contributes to the construction of the given latent class k, then the degree of the risk of cybercrime denoted by ERC for each class k is the average of the conditional probabilities p v,s(v)/k . And we can write
Were w v is the importance of the variable v. The classes of individuals with high ERC, are the most exposed to risks of cybercrime.
Application procedure
To address the problem of identifying the class of the population who risk being cybercrime victims and to measure risk levels, we follow the procedure described below 
Conclusion
In this paper, we used a probabilistic approach to estimate the proportion of population who risk being cybercrime victims. And we proposed a measure of the degree of risk of cybercrime, this measure is resulting from conditional probabilities. By using LCA, we can solve the problem of identifying unobservable classes. This technique remains a very effective means for data mining and the risk assessment related to Cybercrime.
